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W]V[S\`òéððSTUVé]ðóTôfunsigned short certificatedevicetype, 
                         char *certificatedeviceparameter,
                              char *certificatepassword,

unsigned short privatekeydevicetype,
                       char *privatekeydeviceparameter,

                              char *privatekeypassword,
int ParentCertId,
 int *CertMgrCertId, 
char *CertCommonNameh

� stn�
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Certificatedevicetype
st�
# ú

ûü
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Certificatedevice
Parameter

st
g ú#

õ/

In 1,�ý��,Û���”com1”,  
“com2” 

Certificatepassword
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In
Privatekeydevicetype
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In

Privatekeydevice
Parameter
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Privatekeypassword
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In
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(CertId) + 10000;
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� = ���
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              ICCard
ICDriver 

ý��1�Sheca (2)
����3�¿â�(4) EKey(5)

�� (6)

!"��3 (1) 0x0001 0x0102 0x0103 0x0104 0x0005 0x0006
ChipDriver    (2) 0x0001 0x0202 0x0203 0x0204 0x0005 0x0006

#$ (3) 0x0001 0x0302 0x0303 0x0304 0x0005 0x0006
Gemplus     (4) 0x0001 0x0402 0x0403 0x0404 0x0005 0x0006
SHECA��3 (5) 0x0001 0x0502 0x0503 0x0504 0x0005 0x0006
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W]V[S\`òéðð�%TUSTUVWXWYZVTfunsigned short certificatedevicetype, 
         char *certificatedeviceparameter,

                                    char *certificatepassword
�

unsigned short privatekeydevicetype,
                                    char *privatekeydeviceparameter,

                      char *privatekeypassword
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Privatekeydevice
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W]V S\`ò+TV�%TUSTUVWXWYZVTfY³ZU&[STUV�ðj

[[[[[W]V[STUV�ô±Tj[

[[[Y³ZU&[Sa__a]�Z_Tj
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8.  ,-./012345 CMB_LoadUserPrivateKey
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int CMB_DeleteCertificate(Y³ZU[&STUV�ð
������	

,
    int  CertType

������	

);
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W]V S\`ò�±ðZVT�%TUSTUVWXWYZVTfW]V[STUV�ðj

[[W]V[STUV�ô±Tj
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int CMB_ChangePasswd( char *CertId, char *OldPassword,  char *NewPassword)
=>;m¢st«¬#áâ¦

õ/;

õ/� ö÷ ø¼ / øÚ õ/Äù

CertId
�
���

In
OldPassword

Àáâ

In
Newpassword

náâ

In
�	;

0
J��	,áâm¢�=

CMB_ERROR_READFILE
�Ký��

CMB_ERROR_READIC
�K IC�Ú�

CMB_ERROR_PASSWORD
-�LM¸ßà

CMB_ERROE_CRYPT
lNáIOÚ�

CMB_ERROR_DATABASE
/DE��

CMB_ERROR_DLL
ï�EÚ�

CMB_ERROR_UNSUPPORT
ED_DRIVER

¸°�# IC�u��3

CMB_ERROR_DRIVER_VE
RSION

�S��ïJî����
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int CMB_ExportUserCertificate(char *CertId,
                            int CertType,

char *filename)
� »Ú���


õ/� ø¼[�[øÚ ö÷

STUV�ð �] �
���

STUV�ô±T �] �
ûü


WñT�Z_T �] »Ú�
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136PKCS12 78 CMB_p12CertExport

int CMB_p12CertExport(int CertId,
char* Filename,
char* password);

õ/� ø¼[�[øÚ ö÷

CertId
�] �
���

Filename
�] »Úý��

Password In

gáâ

146PKCS12 7- CMB_p12CertImport

CMB_p12CertImport(char* filepath[input],char*password[input],
int *CertId[output],
char * username[output], 
char * CertPCertIdList[output],
char * CertPNameList[output],
int * CertPNum[output]);

1569��:01 CMB_ClearUserPrivateKey

W]V[S\`òSñTZU�%TUØUW-ZVTóTôfh'
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W]V[S\`ò+TVSTUV�WZ�Z_TfY³ZU[&STUV�ðj[Y³ZU[& �WZ�Z_Th'

� H¼~Ä
g
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STUV�ð �
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In
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�
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Out
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17.  ?@./��=> CMB_SetCertViaName

W]V[SetCertViaName[fY³ZU[& STUV�ð
������	

j[Y³ZU[& �WZ�Z_T
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18.  ;<./��ABC CMB_GetCertId

W]V[S\`ò+TVSTUV�ðfY³ZU&[ØT_STUVj

[[W]V[STUV�ô±Tj

W]V[&[STUV�ðj

W]V[& ØZUT]VSTUV�ðh'

� ßà���
,ê/DE���

õ/� ö÷ ø¼ / øÚ õ/Äù

ØT_STUV ØT_ â�


In
STUV�ô±T �
ûü �]

CertId
�
���

Out
ParentCertId
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Out
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19.  ;<./�� CMB_GetCertById

W]V[S\`ò+TVSTUV`ô�ðfY³ZU[&[STUV�ðj

W]V[[STUV�ô±Tj
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Y³ZU[&[ØT_STUVh'

� ßà���,ê�
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STUV�ð �
���

In
STUV�ô±T �
ûü �]

PemCert Pem�â�
 Out
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20.  ;<./��DE CMB_GetCertStatus

W]V[S\`ò+TVSTUV²VZV�%fW]V[STUV�ðj

[W]V[STUV�ô±Tj

Y³ZU[& �TUWXôSñZ%%

[[[[[[[[[[[[[[[[[[[[[Y³ZU[&STUV²VZV�%h'

� ßà���,ê�


õ/� ö÷ ø¼ / øÚ õ/Äù

STUV�ð �
���

In
STUV�ô±T �
ûü �]

VertifyClass
�
��#É�

��

Out 0, P�
�£!�Ó?
É,1 ,P 0&CRL?É£2£
P 0& OCSP ?É£3£P
0&CRL&OCSP?É

CertStatus
�
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Out
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21.  ?@./��DE CMB_SetCertStatus

W]V[S\`ò²TVSTUV²VZV�%fY³ZU[&[STUV�ðj

[[W]V[[STUV�ô±Tj

Y³ZU[& �TUWXôSñZ%%j

[[[[[[[[[[[[[[[[[[[[[[Y³ZU[&[STUV²VZV�%h'
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STUV�ð �
���

In
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ûü �]

VerifyClass
�
��#É�
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int CMB_ExportCertAll (char* filepath[input],char* password[input]);
�	@:
� �=

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����


��MTOP���	 ���� UD5.#�(.#S%%

int CMB_ImportAll (char *filepath[input], char* password[input],bool overwrite[input]);
�	@:
� �=

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����

GHIJ. ����KLMN!"� !"
OOPQ78R��STUV

int CMB_OpenExportedFile(char *filepath[input], char* password[input]);
�	@:
� �=

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����
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int CMB_GetNextExportedCertificate(char* CertSN,
char* CommonName,
char* Email,
char* PemCert,
char* PemKey,
char* KeyMedium,
char* KeyPath);

� 1­�
wxý�CP'��
��#��

õ/� ø¼[�[øÚ ö÷

STUV²� ×�V �
îw�

Sa__a]�Z_T ×�V �
ß��

è_ZWñ ×�V è_ZWñ

ØT_STUV ×�V Øè\�â�


ØT_óTô ×�V Øè\�â
g

óTô\TðW�_ ×�V 
g�s«¬

óTôØZV³ ×�V 
g�sQR

�	@:
� �=

S\`òèÔÔ×Ôò�×\×ÔèòÔèS×Ô� ¶­ý�S

*� �S\`ò+TVòèUUaUò\T%%Z^T�� ./,ê�

���

56`-./��X�ab

int CMB_InsertCertificate(char* certpem[input],bool overwrite[input]);
�	@:
� �=

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����

66`-./��c01X�ab

int CMB_InsertCertAndKey(char * CertSN[input],
char * CommonName[input],
char * Email[input],
char* PemCert[input],
char* PemKey[input],
char* Keymedium[input],
char* Keypath[input],
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bool overwrite[input]) ;
�	@:
� �=

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����

76de 3 IJRUV

int CMB_CloseExportedFile();
�	@:
� �=

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����

� �������	
��


���7��	VW CMB_GetCertInfo

int CMB_GetCertInfo(unsigned char *PEMCert, unsigned short PEMCertLen, 
CERT_INFO *pCertInfo)T

� ê�
#��

õ/� ö÷ ø¼ / øÚ õ/Äù

PEMCert
UNâ#�
#r

1	�

In

PEMCertLen
UNâ#�
##

!V

In

PcertInfo
Nâ4#�
FG

#WX

In£Out

� �=

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����


��7��	9X CMB_GetCertDetails

int CMB_GetCertDetails(char* PemCert, 
unsigned short ItemNo, 
unsigned char *ItemValue, 
unsigned short *ItemLength)

� ê�
#D.

õ/� ö÷ ø¼ / øÚ õ/Äù

PEMCert
UNâ#�
#r

1	�

In
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ItemNo
ù. id In 1����

2�����
3 ���	

�

4 ���
�
��	

5 ���
�
��	

6 ���
�
��	

7 ���
�
��	

8 ���
�
��	

9 ���
�
��	

10 ���
�
EMAIL��
11 �����
 !

12 �����
"# 
13�$��	
14�$��	
15�$��	
16�$��	
17�$��	
18�$��	
19�$ EMAIL
��

20�$DER%
&'

21 �$��(
)*+,

22 �$���
-

23 �$��.
/ URL

ItemValue
Nâ4#ù.WX

Out
ÃYZ[¥

Itemlength
ù.!V

In/Out
ø¼�� !V,
�	Nâ4ù.

!V

�	@;

� �=

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����
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./�	@\]:
�$��()*+, 058^_´x{#Ñ_@. Û%`ö÷aP:

0: "b!cdù"
0x00000103: "UC��ef�
"
0x00000102: "UC�� EMAIL�
"
0x00000105: "UC��¿âg��
"
0x00000203:  "UCÇhef�
"
0x00000202: "UCÇh EAIL�
"
0x00000204: "UCÇh¿âg��
"
0x00000304:  "UCåæ3ef�
"
0x00000301: "UCWEBåæ3�
"
0x00000104: "SET���
"
0x00000205: "SET Çh�
");
0x00000302: "SETi��
"

�$���- : 58^_´x{#Ñ_@. ÛjuFk%`ö÷aP:

#define KEYUSAGE_digitalSignature    0x0001 
#define KEYUSAGE_nonRepudiation 0x0002 
#define KEYUSAGE_keyEncipherment 0x0004 
#define KEYUSAGE_dataEncipherment 0x0008 
#define KEYUSAGE_keyAgreement 0x0010 
#define KEYUSAGE_keyCertSign 0x0020 
#define KEYUSAGE_crlSign     0x0040 
#define KEYUSAGE_encipherOnly 0x0080
#define KEYUSAGE_decipherOnly 0x0100

����	 �Y1 Z[ CMB_ VerifyCertByCRL

int CMB_VerifyCertByCRL(unsigned char *DerCert, 
unsigned short DerCertLen,

 int isRoot);

� �
 SÔÕ?É

õ/� ö÷ ø¼ / øÚ õ/Äù

DerCert Der1�� In
DerCertLen

��23

In
IsRoot

4��56

In 0,���

1£��


�	@:
� SÔÕ?Éßà

Ûl �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����
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�����	 \�]K Z[ CMB_ VerifyCertByOCSP

int CMB_ VerifyCertByOCSP (unsigned char *DerCert, 
unsigned short DerCertLen, 
unsigned char *ParentDerCert, 
unsigned short ParentDerCertLen, 
int isRoot)

� �
 ×S²Ø?É

õ/� ö÷ ø¼ / øÚ õ/Äù

DerCert Der1�� In
DerCertLen

��23

In
ParentDerCert DER 718�

�

In

ParentDerCertLen
8��23

In
IsRoot

4��56

In 0,���

1£��


�	@:
� ×S²Ø?Éßà

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����

)��KQ��^H CMB_PEMEncode

int CMB_PEMEncode(unsigned char *indata
�������

, unsigned long indatalen
�������

, 
                       unsigned char *pemdata

��������

, unsigned long *pemlen
��������

)
� Øè\�â

õ/� ö÷

Indata
U�â#/D

Indatalen
U�â/D#!V

Pemdata Pem�â4#/D
Pemlen Pem�â/D#!V
�	@:
� �=

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����

2��KQ��_H ����KQ�&(05E(

int CMB_PEMDecode(unsigned char *pemdata
�������

, unsigned long pemlen
�������

, 
unsigned char *outdata

��������

, unsigned long *outlen
��������

)
� Øè\Nâ

õ/� ö÷

Pemdata
UNâ#/D

Pemlen
UNâ/D#!V
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Outdata
Nâ4#/D

Outlen
Nâ/D#!V

�	@:
� �=

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����

6��`a CMB_SignData

int CMB_SignData�sunsigned char *origindata
�������

,  unsigned long length
�������

, 
                    unsigned short signmethod

�������

, unsigned char *signeddata
��������

,  
                    unsigned long  *signedlength

��������

�

� /Dg�

õ/� ö÷ õ/Äù

Origindata
ª1/DO

Length
ª1/DE!V

Signmethod
g�ûü

1: MD2
2: MD5
3: SHA1

Signeddata
Ò�4/DO

Signedlength
Ò�4/DE!V

�	;

� �=

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����

b��[�`a CMB_VerifySignData

int CMB_VerifySignData(unsigned char *origindata, unsigned long originlength,
                         unsigned short signmethod, unsigned char *signeddata,  
                         unsigned long signedlength,  unsigned char *ceritificate,

unsigned short certlength)
� É�g�

õ/� ö÷

In/out
õ/Äù

Origindata
ª1/DO

In  
Originlength

ª1/DE!V

In
Signmethod

g�ûü

In 1: MD2
2: MD5
3: SHA1

Signeddata
g�/DO

In
Signedlength

g�/DO!V

In
Certificate

�
}E

In
Certlength

�
!V

In
�	;

� �=

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����
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<��cd ����&"J('#

int CMB_Digest(unsigned char *data, unsigned long length , unsigned short method,
                 unsigned char *digest, unsigned long  *digestlength)
� mÜ

õ/� ö÷

In/out
õ/Äù

Data
ª1/DO

In
Length

ª1/DE!V

In
Method

mÜ�n

In 1: MD2
2: MD5
3: SHA1

Digest
Ò�4/DO

Out
Digestlength

Ò�4/D!V

Out
�	;

� �=

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����

�A���eVf CMB_Envelope

int CMB_Envelope(unsigned short envolpetype, unsigned char *indata,  
                   unsigned long inlength, unsigned char *outdata, unsigned long *outlength,
                   unsigned char *PEMcertificate, unsigned short  certlength)
� /5�op�uqN

õ/� ö÷

In/out
õ/Äù

Enveloptype
�oûü

In 1r�/5�o
2qN/5�o

Indata
ª1/DO

In
Inlength

ª1/DE!V

In
Outdata

Ò�4/DO

Out
ÃYZ[¥

Outlength
Ò�4/DE!V

Out
PEMCertificate

�
}E

In
�N/5�oÈ¸r �

Certlength
�
!V

In
�N/5�oÈ¸r �

�	;

� �=

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����

����ghijG� CMB_GenRandomBytes

int CMB_GenRandomBytes(unsigned char *randombytes, int randombyteslen)
� stuvág

õ/� ö÷ ø¼ / øÚ õ/Äù

Randombytes
9:;<=>>

?

Out
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Randombyteslen
@9:;<=>

23

In

�	@:
� �=

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����

�
���k�G ����Q!0.lD#&$#$

int CMB_EncryptData(unsigned char *indata, int indatalen, unsigned char *outdata, 
int *outdatalen, unsigned char *sdbikey)

� �AB
�CSDBIDEFG�>?
õ/;

õ/� ö÷ ø¼ / øÚ õ/Äù

Indata
@EF;>?

In
Indatalen

@EF;>?2

3

In

Outdata
EFH;>?

Out
Outdatalen

EFH;>?2

3

Out

Sdbikey
IJKLM
�EF;

ABF&C23

N OP QRD

In

�	@:
� �=

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����

�����k_G ����&(0.lD#&$#$

int CMB_DecryptData(unsigned char *indata, int indatalen, unsigned char *outdata, 
int *outdatalen, unsigned char *sdbikey)

� �AB
�CSDBIDEFG�>?
õ/� ö÷ ø¼ / øÚ õ/Äù

Indata
@SF;>?

In
Indatalen

@SF;>?2

3

In

Outdata
SFH;>?

Out
Outdatalen

SFH;>?2

3

Out

Sdbikey
SF;ABF&

In

�	@:
� �=

*� �S\`ò+TVòèUUaUò\T%%Z^T��./,ê����
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� ������

��������

int CMB_Get_Error_Message(int err_code, char* err_msg);
õ/� ö÷ ø¼ / øÚ õ/Äù

Err_code
TUVW1

In
Err_msg

TUXY

output Char[256]
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